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NHO®OPMALIMOHHAA [TAMATKA
JUIA OBYUAIOIINXCA 1JIA PASMEILEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKU B HUHTEPHETE CTAHOBUTHCA OOJIblIE, a
IIKOJbHUKU OJIHM W3 CaMbIX aKTUMBHBIX Noyb3oBarene PyHera. Mexnay Ttewm,
MIOMUMO OTPOMHOT'O KOJTMYECTBA BO3MOKHOCTEHN, MHTEPHET HECET U POOJIeMBbl. JTa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KomnproTepHbie BUPYChI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX MPOTrpPaMM,
OTIIMYUTENBHONU 0COOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEAUTh WIH MMOJHOCTbIO YHHUUTOXHUTh
BCe (pailsibl U JaHHBIE, OJKOHTPOJbHBIE NOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHasi Mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
ONEpPallMOHHYIO CHCTEMY CO BCeMHU (paiiamu B LeIOM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCSI BUPYChl UEPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. Mcrionb3yii COBPEMEHHBIE ONIEPALMOHHBIE CHCTEMBI, IMEIOLIUE CEPhE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. [locTossHHO ycTaHaBiaMBail ma4YTH (UUQPPOBBIE 3alJIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJbI0 JOPAOOTKH TPOTpaMMbl) U ApPyTHe
OOHOBJICHHS CBOEH oneparimoHHOM cucTeMbl. CkaunBaii UX TOJIBKO C O(UIIHAIBHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT peskxuM aBTOMaTHUYE€CKOr0 OOHOBJICHUS,
BKJIIOYH €T0;

3. PaboTait Ha cBoeM KOMIIBIOTEpE TIOJ TpaBaMH IIOJb30BaTEIsA, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vcnionb3yll  aHTUBUPYCHBIE TMPOrPAMMHBIE  TPOAYKTHl  HU3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI TIOCTOPOHHUX JIUIL;

6. Vcronb3yit BHENMIHUE HOCUTETW WH(MOpMAIUKU, Takue Kak (Quielka, JUCK
uiy (aitn U3 MHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBali KOMIbBIOTEpHBIC (haiiiibl, MOJTYYCHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCIaT TBOM 3HAKOMBIH. Jlydrie yrounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BUJ epenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 roay HuaepiaHickass KOMIIAHUS 3aperucTpupoBaiia OpeH.
«WECA», uto o6o3nayano cinoBocoueranue «Wireless Fidelity», koropsrii
NEePEeBOAUTCS KaK «OecpoOBOAHAS TOUHOCTD.



Jlo Hamrero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISICTCS TaKOU
e TexHojoruen. Ito abbpeBmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BhICIICH 3ByKOBO TexHUKU Hi-Fi, 4To B mepeBojie o3HavaeT
«BBICOKAsI TOYHOCTDH.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

CogeTsl 10 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro InuHyto nHpopMarmro gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeTbHO HE BBOJAWTH MAPOJIH JTOCTYIIA, IOTHHBI U KaKUe-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBISII aHTUBUPYCHBIE MPOTPaMMbI B Opanamayep. Tem
CaMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKK BUPYyca Ha TBOE YCTPONCTRO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimtoun pynkimio «O061mumii foctyn K daitinam
u npuHTepam». JlaHHas GyHKIMS 3aKpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOPbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIOJIb30BaHMs B paboTe win yueoe;

4. He wucnons3yii myOonumuneii WI-FI nms mepemaunm JMYHBIX JTaHHBIX,
HaIpUMeED, SIS BBIXO/1a B COIUATIBHBIE CETU WU B DJIEKTPOHHYIO MOYTY;

5. Mcnonb3y#t ToJIbKO 3amuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'. He nomyckall aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie cETH

CornuanbHbIe CETH aKTUBHO BXOAT B HAITY )KU3Hb, MHOTHE JIFOU PabOTaroT
U JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBan Musiinapa 4ejioBeK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO HH(POpMAIMs, pa3MEIIeHHass UMU B COIMAJIBHBIX CETSIX, MOMKET
ObITh HalJieHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CUCOK apy3eil. Y TeOs B APy3biX HE JOHKHO OBITh CITy4alHbIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amMinai CcBOKO YacTHY >ku3Hb. He ykaspiBall mapoisiu, TenedoHbI,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYIyH0 JUYHYI0  HHGOpMAaIHUIO.
3110yMBIIIICHHUKHA MOTYT UCITOJIB30BaTh Jake HHPOPMAIIUIO O TOM, KaK Thl 1 TBOH
POIUTENH TIAHUPYETE IPOBECTH KAaHUKYIIBI;

3. 3amuiaii CBOIO pemyTaIuio - Aep>KU €e B YUCTOTE U 3a7aBaii cede BOIpocC:
xoTeql OBl Thl, YTOOBI APYTHE IIOJB30BATEIN BHJCIH, YTO ThI 3arpyrKaciib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecaum Thl TOBOPHIIG C JIFOABMH, KOTOPBIX HE 3HACIIh, HE UCIIOJIB3YH CBOE
peasibHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAIMU: UMS, MECTO >KHTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. U3beraii pazmemenus pororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPEEIUTHh TBOE MECTOTIOIOKECHHE;



6. Ilpu peructpaumu B COLMAIBHON CETH HEOOXOAMMO HCIOIb30BATh
CJIOXHBIE TAPOJIH, COCTOSIIUE U3 OYKB U HU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. lns couMalbHOM CeTH, TOYTHl M JAPYrHMX CalTOB HE0OXOAUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DNEKTpOHHBIC JEHBIH - 3TO OYEHb YAOOHBIM CMOCOO TIaTexel, OTHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCh COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU GyHKITMOHUPYIOT M O HUX YK€ MPOMHCAaHO B 3aKOHE, T/Ie UX
pa3zeNsoT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIa B TOM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPHIX pa3pellaeTcss MPOBOJIUTH olepanuu 0e3
UJeHTU(UKAIINY TT0JIb30BATENs], @ B HCAHOHUMHBIX UICHTU(UKAIMS TOIB30BaTEIs
SBIISIETCS 00SA3aTEIBHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PabOTe C INECKTPOHHBIMU JIEHBAMU:

1. IlpuBsikU K cyeTy MOOMIIbHBIN TeNEPOH. ITO caMblil yAOOHBIN U OBICTPHIi
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizaHHbIl TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMapoyib WM 3aijielllb Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucrionp3yit omHOpa3oBbie mapoiu. llocme mepexoga Ha YCHIEHHYIO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoiu, KOTOPIE COEPkKAT HE MEHEE
8 3HAKOB M BKJIIOUYAIOT B C€0s1 CTPOUYHBIE U MMPOTHUCHBIE OYKBBI, IUPPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HaK JoJiapa, (yHTa, BOCKJIMIIATENIbHBIA 3HAK M T.IL
Hanpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.

DJIEKTPOHHAs TT0YTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTaBIIAEMbIE €10 YCIYyTH MO
NEPECHUIKE U MOJTYYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE paclpeeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUT
CIeIyIoIUM 00pa3oM: UMsI_TOb30BaTensi(@umMs_JomeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCSI BO3MOXKHOCTh Mepe/laBaTh (ailiibl.

OcHOBHBIE COBETHI TIO 0€30TaCHOM PabOTE C PIECKTPOHHOU MOYTOM:

1. Hago BBIOpaTh TpaBWIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €cCTh
OTPOMHBIN BHIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTUHTE;

2. He yka3biBaii B TMUHOM moYTe JIW4YHYI0 HHPopManuio. Hampumep, mydie
BbIOpaTh «My3bIKaNbHbIN _(paHat@» mm «pok2013» BmecTo «remal3y;



3. Ucnonp3yil ABYXATamHyH0 aBTOPH3AIMI0. DTO KOTJa TMOMHUMO MapoJis
HY>KHO BBOJUTB KO/I, TPUChUIaEMBbII 10 SMS;

4. BoiOepu CIIOXKHBINA Maposib. [IJs1 Kaxa0ro Mo4YToOBOIO SIIMKa JI0JKEH ObITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yl HECKOJIBKO IMOYTOBBIX SIIMKOB. IlepBBIi 11 4YacTHOM
MEPEINUCKU C aipecaraMu, KOTOPhIM Thl JOBEPsCIlb. JTO AIEKTPOHHBIN aJpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;

7. He oTkpwiBail Qailibl u Ipyrue BIOXKEHHUS B MHCbMAax, JaXKE €CIU OHH
NPUIUIM OT TBOUX Jpy3el. Jlyule yToOuHM y HHMX, OTIPABIISUIM JUM OHU TeOE ATH
Gaitnbr;

8. [Tocne oxoHYaHuss pabOTHl Ha IMOYTOBOM CEpPBHICE TEPEI 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakaTh Ha «BBIATHY.

KubepOymuiuHr unu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymuHr -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIlyIrMBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaticsa B 6oii. JIyummii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHA4ajl€ YCIOKOUThCSA. Eciu Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppemnyTauuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIecTBYIOT CIMOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii emuHuuHbli HeraTuB. (OJHOpPa30BbIE OCKOPOUTEIHHBIC
COOOIICHHMS JTyuIlie UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpariacTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B nporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
OTPEAECIICHHBIX aJIPECOB;

8. Ecnu ThI cBUneTeNb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npeciieioBaTens, MOoKa3aTh €My, 4YTO €ro JACHCTBUS OILICHUBAIOTCSI HETATHUBHO,
MOJAJACPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAash MOMOIb, COOOUIUTH
B3POCIBIM O (PaKTE€ arpeCCUBHOTO TIOBEICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapTQOHBI U TIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMITbroTepamMu. OHAKO, CPEACTB 3AIUTHI IS TIOJOOHBIX YCTPONUCTB TIOKA OYEHB



Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOIUT HE TAK MHTEHCUBHO,
kak s 11K, To sxe camoe kacaetrcs 1 MOOMIIBHBIX NTPHIIOKEHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl yK€ MPaKTUUYECKH JIOTHAJM
HACTOJbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIIEYET 3a COOOM
OO0JIBILYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaeko He BCE€ MPOM3BOAMTENMN BBITYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byns octoposkeH, Beqb
Korja tebe mpenaraiT OecraaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

Hywmaii, mpexae uem oTnpaBuTh SMS, doto wmm Bugeo. Tl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOIPAMMBI JIsI MOOMIIBHBIX TEJIE()OHOB;

He 3arpyaii npuIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEJb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, I/Ie BBOAWI JIMUYHYIO UHPOPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[lepuonnuecku MpoOBEPsIi, KAKUE IUIATHBIE YCIYT'M aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSEILIb;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTZa Thl UM HE MoJsb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsr

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO KPAacOYHbIC, 3aXBAaThIBAIOLIUE
pa3BieUeHUsl, OOBbEIUHSAIONIME COTHH ThICSY YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JTaHHBIM UM MHp, OOLIAIOTCS APYT C APYrOM, BBINOJHSIOT 3a/laHusl,
CPKAlOTCSI C MOHCTPAMHM W TOJY4YarOT ONBIT. 32 YIOBOJBCTBUE OHM ILJIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT W MPUOOPETAIOT KaKHE-TO OIILUU.

Bce atu cpeacTBa MAYT Ha NOMJAEPKAHUE U PA3BUTHE UI'PBI, & TAK)KE HA CaMy
0€30IMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HbBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecniu npyroit urpok BeAeT cedsl TI0X0 WM CO3/1aeT TeOe HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. IMoxanyiicsa aIMUHUCTPATOPaM UTPhI HA IJI0XO0€ MMOBEJEHUE ITOT0 UTPOKa,
YKeJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muunyro nHGOpMAIio B Ipodaiiie urpsi;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuIaabHbIC TATYH ¥ MOJIBI,



6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oKka Tl Urpaems,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

QUIIMHT WM Kpa)ka JUYHBIX JaHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKN IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCSI «IFOOUMBIMY JIEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs I€7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHUUAIBHBIX JTaHHBIX
MI0JIb30BAaTENEH - TIOTUHOB U napodeil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Crenn 3a cBoMM akkayHTOM. Eciy ThI momo3peBaenip, 4TO TBOsS aHKETA
ObLIa B3JIOMaHa, TO HEOOX0IMMO 3a0JI0KUPOBATh €€ U COOOLIUTh aIMUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbBIE W pas3Hble napoiu. Takum oOpaszom, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1e0s B3JOMalid, TO HEOOXOAMMO NPEIyNpeIuTbh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbl y T€OA B JIPY3bsAX, O TOM, UTO T€OS B3JIOMANH H,
BO3MOYKHO, OT TBOETO UMEHHU OYJET pacchlIaThCs ClIaM M CChUIKHM Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpeiBail (aiiiibl U JIpyrue BIOKEHHUS B MUChMaX, JaKe €CJIIM OHH
OPULUIM OT TBOUX Jpy3el. Jlydine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
(bab.

[udposas penyramnus

[udposas peryranus - 3T0 HeraTUBHAs UM IO3UTUBHAsI UHOpPMALUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
CEphEe3HBIM 00pa3oM OTpPa3UThCS Ha TBOEW peanbHOU ku3HU. «lludpoBas
penyTaus» - 3T0 TBOM UMUK, KOTOPBIA hopMHUpyeTcss U3 UHPopMaluu o Tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOKEHHUE,
O0COOEHHOCTH XapaKTepa 1 paccKas3bl O OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K NyOJUKALMU JTUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienne TBoux ¢oTtorpaduii u Ipyrue IeUCTBUS MOTYT
HE UCYE3HYTh JJaXe IMOCIIE TOT0, KaK Thl X YAAIHIIb. Thl HE 3HACIb, KTO COXPAHMII
3Ty uHGOpPMAaIIUIO, TIOTaja JIU OHA B TOMCKOBBIE CHCTEMBI U COXpPaHHUIIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€OE OKPYKAIOIIUE JIFOAU, KOTOPbIE HAUAYT U YBUIAT



310. Haiitn uHdopmaiuo MHOTo JIeT CIyCTS CMOXET JI00OH - Kak M3 J0OpbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM IPUUUHUTB BPEJl. DTO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pENyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJIMKOBATh U NiepeaBaTh y ceds B O6yore
WIH B COLIMAJIBHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHMYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEepP>KUMOro0, CIETAl €ro TOJIBKO «JUIs IpYy3eiD»;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPasi MOXKET KOro-J1u0o
OCKOPOJISATH WIIH OOMXKATh.

ABTOpCKOE PaBo

CoBpeMEHHbIE IIKOJbHUKH - AaKTUBHBIE [OJB30BATENN  LHU(PPOBOroO
npoctpaHcTBa. OOHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXHOCTSIMM  LHM(ppoBOoro  Mupa TpeOyeT coOONOJEeHHs NpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K pa3IU4YHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHUMBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IPOU3BENICHUSI HAYKH, JTUTEPaTyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETro TPyHAa, MOJYyYUTh W3BECTHOCTh M mpu3HaHue. Hukrto 06e3
paspelieHusi aBTOopa HE  MOXET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsiTh, NYOJIMYHO JE€MOHCTPUPOBATH, NPOJAABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJIHATDH, MOKA3bIBATH/UCIIONHATh B 3QUpe WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «IUPATCKOTO»  MPOTPAMMHOIO  OOECIEYEHHUS] MOXKET
OpPUBECTH K MHOTMM pHUCKAaM: OT IMOTEpU JaHHBIX K TBOUM AakKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAHOBJIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYLIECTBYIOT JIeTaJIbHble U OECIUIaTHbIE MPOTPAMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CereBU4OK.p( - TBOM IJIABHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEIlIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & MPU BO3HUKHOBEHHUU
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH ydacThe B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



